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Presentation Notes
Hello, and welcome to Tech Data’s Security Sales Training. Today, we’re going to discuss why you should be selling security.  At the end of this module, you’ll be better positioned to talk with your clients about their security risks and business needs.



• Challenges and opportunities in today’s security landscape
• Fueling the fire – the thriving security market 
• Discovering unique customer needs  
• Starting security conversations
• Three keys to  opportunity
• Summary – the growing opportunity security 

Agenda

Presenter
Presentation Notes
Security is becoming the top IT priority for companies as the threat landscape becomes more complex,  technology models evolve, compliance mandates increase and the reliance on data grows. For companies to minimize risk it is important to help them simplify the management, visibility and control of data no matter where it resides.



Challenges and Opportunities in 
Today’s Security Landscape

Presenter
Presentation Notes
Next we will look at Challenges and Opportunities 



High profile data breaches bring 
unprecedented attention to security

• Costs for remediation

• Fines from regulatory agencies

• Backlash from affected consumers

• Negative publicity

Security Challenges
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It’s in the news almost daily: high profile data breaches, crypto-malware extortion schemes, and other security incidents are bringing an unprecedented amount of attention to security. Threat landscape is more complexTechnology is evolving, Compliance mandates increase , Reliance on data growsThese breaches have had far ranging effects on the targeted companies, from hard costs such as for remediation, fines from regulatory agencies, and the costs to provide credit monitoring to affected consumers. But perhaps the biggest cost to companies is the negative publicity, which impacts reputation, customer confidence, and the bottom line. 



Hackers target businesses of all sizes
• Desire vital information about 

customers, finances and other valuable 
data

• Take over company PCs – without the 
knowledge of the business

Security Challenges
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While the most highly publicized security breaches have happened at large organizations, small and medium sized businesses are also a target for hackers. In fact, businesses of all sizes store vital information about customers, financial figures, and a wide array of data that is valuable to cybercriminals. And it’s not just the data they’re after: cyber thieves now take over company PCs and use them as botnets to launch coordinated attacks, host illegal content, send spam email and more – all without the knowledge of the business.



Regulatory agencies subject businesses to extra scrutiny and 
compliance

• Non-compliance results in significant fines and actions

• Forcing businesses to complete risk assessments and vulnerability scans on 
partners

• Companies are concerned about gaps in security

• Compliance ≠ Secure

Security Challenges
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To help companies take the threat of security breaches seriously, regulatory agencies have responded to the growing security threat by passing new laws and subjecting businesses of all sizes to extra scrutiny to ensure compliance. If companies don’t comply they face significant fines and other actions.In addition, more companies are requiring prospective business partners to complete risk assessments and vulnerability scans before entering into business relationships.



Increased threats open the door to security opportunities

• C-suite wants to mitigate risks

• Improve their security posture

• Opportunity to become trusted security advisor and build customer trust

Security Opportunities
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As a result of the changes in the security landscape, interest in security is growing, and C-suite executives have an increased awareness of mitigating the risk to their businesses. This means there is a great opportunity to help these businesses improve their security posture, drive solution sales, and build customer trust.



Fueling the Fire



High profile data breaches put security in 
the national news
• Anthem

Second largest health insurer in the US. 80,000,000 
records stolen.  Names, dates of birth, member ID, SS 
Numbers, address, phone number, employment info.

• IRS
Tax records for 330,000 taxpayers used to collect 
bogus refunds.

• Wendy’s
July 2016.  Malware used in over 1000 restaurants to 
steal credit card data from customers.

Fueling the Fire
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While data breaches have been happening for years, consider the big security breaches that have happened over the past two years. Target, Home Depot, eBay, JP Morgan Chase, Sony and Anthem were victims of significant attacks. Almost overnight, nervous consumers began asking pointed security questions of the businesses they frequent. At the same time, many businesses started examining their own security posture, seeking to avoid being the next news headline. But hackers have moved faster than businesses – since the Target breach in 2013, more than a thousand companies have been struck by the same type of data breach. And it’s stretching across industries. In 2014, 4.5 million patient records were stolen from a major hospital system, and businesses in all fields have paid ransoms to have their data decrypted by hackers who infiltrated their networks.



Security incidents have grown in scope, frequency, and severity – and so 
have business costs

• Average consolidated total cost of data breach has grown from $3.8 million 
to $4 million  

• Average cost for each lost or stolen record containing sensitive and 
confidential information, increased from $154 to $158

• Fines from regulatory agencies, legal costs, the costs add to burden

• Even a small security incident can damage to a company’s reputation

Security Incidents Growing
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According to Ponemon Institute:                The average cost per lost or stolen record can be as high as $161.                The cost of data breach is linearly related to the mean time it takes to identify and the mean time to contain the data breach incident.                “This year's study found the average consolidated total cost of a data breach grew from $3.8 million to $4 million. The study also reports that the average cost incurred for each lost or stolen record containing sensitive and confidential information increased from $154 to $158.”   http://www-03.ibm.com/security/data-breach/       As security incidents have grown in scope, frequency, and severity, so have the business costs. For 95% of enterprises, an hour of downtime due to a security incident costs an average of $100K. Fines from federal and state regulatory agencies, legal costs, the costs of consumer credit monitoring, and more add to the burden. Even a small security incident can cause huge losses in sales and long-lasting damage to a company’s reputation. Earning a customer’s trust is difficult, and the cost of repairing that trust is high – if it can be repaired at all.



Investments in security are growing: 

• $71.1B in 2014 to $76.9B in 2015

• IT spending will soar to $101 billion in 2018, and hit $170 billion by 2020

• According to IDC, area for growth are Security Analytics (SIEM) by 10%, 
Threat Intelligence by 10%, Mobile Security by 18% and Cloud by 50%.

• DLP is the fastest growing security segment at 18%

• Explosion of mobile, cloud, and IoT fueling rapid growth

Today’s Thriving Security Market
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The high costs and high risk associated with recovering from a security incident mean that businesses are looking for ways to be proactive in protecting themselves and their customers. Investments in security are growing: from $71.1B in 2014 to $76.9B in 2015, and that growth will continue well into the future. Leading the market is data loss prevention (DLP), a security approach for preventing sensitive or critical data from being sent outside the corporate network. With 18.9% growth, DLP is the fastest growing security segment in the marketplace, as companies see the value in investing in solutions that prevent data breaches from occurring in the first place. Also fueling growth of the security market is the explosion of mobile data, cloud, and the Internet of Things (IoT). Sensitive data isn’t just located in the corporate data center any more – it’s in the pockets of employees, on customer devices, and in the cloud. Preventing attackers from getting into the environment: Identity and Access Management Solutions (IAM), Network Security, Messaging, Web and Endpoint Security.Protecting data if hackers get in: Security and Vulnerability Management Solutions such as Security Information and Event Management and Encryption.If an intruder gets in and accesses data: Blocking exfiltration of the data requires SIEM with Data Loss Prevention solutions.



Tech Data’s Security Solutions

Perimeter & UTM Data Identity & Access Advanced Fraud
• Check Point NGTP / 

NGTX
• Cisco Umbrella, Meraki

MX, Email Security, 
Web Security, ASA 
w/FirePOWER,
AnyConnect VPN

• F5 BIG IP
• IBM XGS NW Protect

• Check Point DLP / 
Encryption

• Cisco Email/Web DLP, 
Cloudblock

• HPE Data Security
• IBM Guardium

Encryption & Monitor, 
Key Life Cycle Mgr

• Oracle Advanced 
Security, DB Security

• Cisco ISE
• F5 Access Policy 

Manager
• HPE Aruba ClearPass
• IBM Security Access 

Manager, CrossIdeas
• Oracle IAM, Label 

Security
• RSA SecureID

• F5 Websafe
• IBM Trusteer 
• RSA Fraud and Risk 

Intelligence Suite

Web Server 
Security Endpoint Mobile Security 

Intelligence Application

• Alert Logic Web 
Security

• F5 Web App Firewall
• HPE WebInspect

• Check Point  Endpoint 
Security

• Cisco FireAMP
• HPE Voltage
• IBM BigFix 
• RSA NetWitness

Endpoint
• SentinelOne Endpoint 

Protection

• Check Point Capsule
• F5 MobileSafe
• HPE Aruba ClearPass

(BYOD)
• IBM MaaS360
• Oracle Mobile Security
• VMware Airwatch

• Alert Logic Defender 
(SaaS)

• Check Point NG 
SmartEvent

• Cisco Stealthwatch, 
Threat Grid

• HPE Archsight SIEM
• IBM QRadar SIEM, 

Resilient
• RSA NetWitness
• Tech Data ReconTM

• F5 App Security 
Manager

• HPE Fortify
• IBM Appscan
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Tech Data distributes a multitude of security solutions focused around Web Server, EndPoint, Mobile, Security Intelligence, Perimeter & Unified Threat Management (UTM), Data, Identity & Access and Advanced fraud. These solutions can help you sell and grow your security business.   



Not all businesses know where to start to protect their data

• They seek expert security guidance and solutions

• They want trusted advisors

• There is a path to success

What this Means for Solutions Providers
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High profile breaches, increasing regulatory demands, and security questions from customers make it clear: businesses today know they need to be concerned about security. And while they may be aware of these concerns, not all businesses know where to start to protect their data, so they look to solution providers for expert security guidance and solutions. Solutions providers need to be ready to lead with security in discussions with new and existing customers – your customer relationships and ongoing revenue depend upon it. Education about security terminology, products and strategies, regulatory and compliance needs, and how and where customers store and access data is crucial. Because security is complex, the solution providers that can ask the right questions, talk to the right people, and provide a comprehensive security approach that addresses concerns from the C-suite to the IT team will find success. Solution providers that become the trusted advisor on security will strengthen the customer relationship and uncover additional sales opportunities. 



Discovering Unique Customer Needs



One size does not fit all when it comes to security solutions, but common 
risks include:

• Risk of data loss due to security incident or breach

• Risk of impact to business operations or reputation

• Risk of legal or regulatory repercussions

Common Customer Security Risks
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For every business, the core concern of security is the same – mitigating risk. However, whether you’re starting the security conversation with a new or existing customer, it’s important to understand that one size does not fit all when it comes to security solutions. Solution providers must consider the unique needs of a customer based on their industry, business processes, applications, and other aspects of the business in order to help improve a customer’s security posture. Common risks to businesses may include:Risk of data loss due to security incident or breachRisk of impact to business operations or reputationRisk of legal or regulatory repercussions



• PCI-DSS – Businesses that process or store credit card information

• HIPAA – Healthcare companies that access/store patient information

• SOX – Auditing and financial disclosures for publicly traded companies

• GLBA – Financial institutions and the disclosure of personal financial 
information

• NERC CIP (North American Electric Reliability Corporation Critical 
Infrastructure Protection)  - A set of requirements designed to secure the 
assets required for operating North America’s bulk electric system 

• NIST (National Institute of Standards and Technology) - Special publication 
provides broad overview of computer security and control areas

Compliance Terms to Listen For
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The unique risk profile of a company drives its approach to security – the security strategy must align with the business strategy. Enterprise organizations will have different concerns, risk tolerance, and overall needs than a business of fifty employees. Regulatory schemes will affect businesses differently, as well, and many companies may have to comply with one or more sets of regulations, like:Payment Card Industry Data Security Standards (PCI-DSS) – Retail businesses and businesses that process or store credit card information.Health Insurance Portability & Accountability Act (HIPAA) – Healthcare organizations and business associates that may access or store patient information.Sarbanes-Oxley (SOX) – Publicly traded companies need to comply with regulations on auditing and financial disclosures.Gramm-Leach Bliley Act (GLBA) – Financial institutions must comply with regulations covering the disclosure of personal financial information.Other Federal and State Regulations – Additional federal and state statutes may govern how companies may store data, handle personally identifiable information (PII), and retain records. In order to deliver the right security solutions, solution providers must have the right conversations with the business. While each business will be unique, there are common threads among industries.



• Incentives to move medical records 
from paper to electronic health 
records (EHR) systems

• Increasing regulatory pressure to 
secure protected health information 
(PHI)

• Demands to digitize more records, 
prevent unauthorized access to 
patient records

Discovering Healthcare Customer Needs
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Healthcare organizations have been incentivized to move their medical records from paper into electronic health records (EHR) systems. Many have made the move, but there is increasing regulatory pressure to further secure protected health information (PHI). These organizations face demands to digitize more records, exchange more information in digital form, yet prevent unauthorized access to patient records. And because healthcare organizations often accept credit cards as payment, PCI compliance is a factor as well.In order to deliver the right security solutions, solution providers must have the right conversations with the business. While each business will be unique, there are common threads among industries.



• Store personal information, financial data 
such as credit card numbers

• Federal agencies have regulations which 
firms must adhere to

• GLBA requirements for protecting customer 
data

Discovering Financial Services Customer Needs
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Financial services, by virtue of the data they handle, are targets for cybercriminals of all sorts. Security isn’t new to these firms that store personal information, credit and other financial data as well as credit card numbers. Several federal agencies like the Federal Deposit Insurance corporation (FDIC), Security and Exchange Commission (SEC), Federal Financial Institutions Examination Council (FFIEC), and Financial Industry Regulatory Authority (FINRA) have individual regulatory requirements to which firms must adhere, and the GLBA also includes requirements for protecting customer data.



• Store and manage a vast amount of 
consumer data

• Remain up-to-date with evolving PCI-DSS 
standards

• Prevent the disclosure of Personally 
Identifiable Information (PII)

Discovering Retail Customer Needs
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Retailers store and handle a vast amount of consumer data that must be secured. Remember Target? Virtually all retailers handle credit card data whether in-store or online, and they must remain up-to-date with the constantly evolving PCI-DSS standards. In addition, many states have regulations governing the disclosure of PII, and retailers must meet those requirements, too.



• Manage and store customer and 
subscriber data

• Protect smart grids from cybercriminals
• Federal agencies have standards like 

Critical Infrastructure Protection (CIP)

Discovering Energy Customer Needs
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Energy and utility companies often handle and store customer and subscriber data, and in some cases credit card data. What makes energy companies unique is that as smart grids become increasingly common, the energy grids themselves become targets for cybercriminals. Federal agencies like the North American Electric Reliability Corporation (NERC) and the Federal Energy Regulatory Commission (FERC) have standards energy companies must meet including Critical Infrastructure Protection (CIP) standards, which are the main cybersecurity reliability standards for the energy industry.



Starting Security Conversations



When engaging with a customer, identify the influencers and decision 
makers 

• Stakeholders from the C-suite to the data center

• Each role has specific concerns that you need to address

• Remember to ask questions and listen

Starting Security Conversations
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Becoming familiar with the industry and the unique aspects of a company is important, as is talking to the right people – decision makers and influencers – within the company. Each person or role has their unique concerns, and because security is now a business-wide concern, solution providers need to engage people beyond the IT staff. When engaging with a customer, find out who the influencers and decision makers are. Today, stakeholders in security can be found from the C-suite to the data center and beyond. Moreover each of the roles has specific concerns that service providers need to speak to when having security conversations.



• CxOs (CEO, CIO, CISO, etc.) – Focused on mitigating risk across the 
business

• IT Director/Manager – Concerned about security’s impact on users and 
workflow

• IT technicians and service team – Can influence the purchase of security 
• Influencers outside the IT structure – Concerned with reporting and auditing 

features

Security Decision Makers & Concerns
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CxOs (e.g. CEO, CIO, CISO) – The overall health and reputation of the firm rests with CxOs, and security is now a crucial concern for them. CxOs are worried about risks to the business. Product-specific discussions, features and benefits aren’t their focus – they focus on mitigating risk across the business.IT Director/Manager – Responsible for doing the work of protecting company data, the IT Director is concerned about risk, too. More than that, though, the IT Director is concerned about a security solution’s impact on users and workflow. Ease of management and features and benefits become part of the discussion.IT technicians and service team – While not often the decision makers, IT staff will have the most day-to-day interaction with a security solution, assisting users, generating reports, investigating incidents, and performing remediation. In their role, they have the ability to influence the solutions based on their experience with and feelings about a security solution.Influencers outside the IT structure – Some organizations now have a security and privacy officer, responsible for security policies and procedures across the organization, including HR, sales, and operations. Influencers outside the IT structure may be concerned with reporting and auditing features for their job role, as well as a more holistic view of security for the organization. 



• Leverage relationships
• Learn specific concerns and motivations 
• Go up and down the organizational structure
• Addressing the concerns of each person 
• Become a trusted advisor

How to Talk to the Right Person
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How to talk to the right person.  We all have some relationships with our customers, from the IT engineer to Directors and CXO’s.  Learn their specific security concerns and motivations first, and then move up and down the ladder.  Leverage your relationship to garner an introduction to both their reporting associates and their superiors.  Going up the organizational structure is obvious because once you have their buy-in, selling gets a lot easier, but going down the organization is just as important.  I have seen security deals come to a complete halt because the security engineers dug their feet in because they didn’t believe in the product.  That was because they were never consulted or explained the benefits of the supplier’s solution.Listen to your customer and address the concerns of each person you talk to.  Most of security conversations involve a few probing questions, and most of the talking done by  the customer. Once you’ve talked to the essential people, you can become their trusted security advisor.



• What keeps you up at night? 
• Ask about security fears

• Compliance and regulatory concerns 
• Data storage and access solutions
• Current state 

• Find out what the company is doing today

Asking the Right Questions
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Becoming a trusted advisor on security is about asking the right questions. With so many facets to security, and each organization having unique needs, the only way to deliver the right solution is to ask questions – and listen. “What keeps you up at night?” – Ask about their security fears. Everyone in the organization is worried about security in one way or another, and they often have a specific scenario that causes them the most concern. Answers to this question can be particularly insightful.Compliance and regulatory concerns – Ask about regulations the business has to comply with. Most companies will be aware of their requirements, and you may be able to add to that with your own research. For example, many businesses that accept credit cards for payment don’t know they have to comply with PCI-DSS even if they don’t store cardholder data.Data storage and access – While there’s much more to security than data storage and access, understanding what type of data the company stores, where they store it, and how authorized users access it is a key part of the growing field of data loss prevention (DLP). For many companies, security is synonymous with protecting their data from intruders.Current state – Find out what the company is doing today. What tools they use, protection of endpoints, perimeter security, and mobile devices are all part of the picture of the current state of technology. This will give you insight into where they need to go to improve their security posture.



Ask the Right Questions

Where…
Is the data?

Are the 
offices?

Are the users?

(and how) is 
the data 

communicated?

Presenter
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The key to success with security discussions are not to ask questions that can be answered in a “yes” or a “no”.  Ask open ended questions.For example:  The difference between, “Do you have a firewall?” “YES” and “Tell me about your perimeter security” or “What protections do you have at the perimeter?” can give a different answer and change the conversation.   Here are some examples of open ended questions that can spark meaningful security discussions such as:Where is the data?  Is it in a Data Center?  Is it distributed across multiple locations?Where are the offices?  How Many?  Where are the users?	 And how many users? Where and how is data communicated?  Unsecure data transmission leads to data loss.  This could lead to a VPN discussion, for example.



Ask the Right Questions

Perimeter?

Endpoint?

Servers?
Virtualization 

layer?
Network 
level?

What
protections do 

you have at the…

Wireless 
level?

Presenter
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Here are some questions that will inform you of what security solutions they use, at what layer, and what gaps there may be. These questions are good for the IT manager or director, although sometimes engineers have a unique perspective of the solutions they use, since they interact with them on a more intimate level. Examples include, what protections do you have at the…- Perimeter?  These could be routers, firewalls, web security appliances.- Endpoint?  Not just anti-virus, but how do they manage their endpoints?  What do they do for patching?- Servers?  These include:	-Web Servers, Application Servers, Databases, and Email servers for example.  Do they have AntiMalware running on them?  What protection do they have for critical systems?-Virtualization layer?  Firewalls and network appliances usually protect “north / south” traffic.  “east / west” traffic is sometimes not as protected as it needs to be.-On the Network?  Do they have Network Access Control (or NAC) systems in place?  Load balancers that perform security functions?-Wireless?  How do they not only secure their wireless users, but how do they give out just the right access to the right resources.You should be following up with questions about how they like the solutions, have they been providing apt security, what problems they may be having.



Ask the Right Questions

“x” is stolen?

A breach 
takes place?

A denial of 
service 

happens?

What
Happens if…
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Ask questions that will show you how they react to breaches or events.  This can show inadequacies in their process and tools.    What happens if…		- "x" is stolen?  Such as a laptop or a hard drive.		- a breach takes place?  What does their incidence response team or system work?  Have them walk you through the steps.  Are there issues or gaps?- denial of service happens?   There are customers that do not have defense or a plan for attacks such as a DOS.In general, a response of , “I don’t know” is still a good answer. If you hear “We don’t get breached” that could lead to an response and opportunity to schedule a vulnerability or penetration test. 



Ask the Right Questions

Controls are 
in place?

Tools are in 
place?

Compliances 
and 

regulations?

SLA’s?
Business 
Drivers?

What…
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Other rounding out questions are good, such as What controls and tools are in place around Forensics and Remediation?  Questions with a CXO level could be led by asking about compliance, regulations, shareholders, Service Level Agreements and Business drivers. 



Ask the Right Questions

Security 
budget

Product and 
user lifecycle

Security policy Risk

Upcoming 
audits

Tell me 
about 
your…
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Questions to a Director could start with “Tell me about Your”…- Security Policy? Ask if you can see it, when was the last time they updated it?  Do they review it often?  (they should be)	- Security Budget?   Budgets are opening up more and more for security projects, and there are also sometimes “hidden” security budgets that can be tapped into.- Product and User Lifecycle?  Are they leaving their organization open when disposing a system or letting go an employee?- Tell me about any upcoming audits?  This is a big one.  This is a question that your customer can talk about and reveal many security opportunities. Risk?



Making the Sale: Three Keys to 
Opportunities



Drive revenue growth and build long-lasting relationships:

1. Get educated – Learn key security terms, customer’s regulatory 
requirements

2. Understand customer concerns – Listen to gain trust and learn about 
current/future challenges

3. Avoid early-stage technology discussions – Keep focus on business to 
gain trusted advisor status

Three Keys to Opportunity
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1) Get EducatedSecurity is a broad topic, and with the pace of technology, it’s growing more complex every day. You don’t have to know it all, but you do have to understand the concepts. Invest in education to gain a solid understanding of key security terms and concepts. Developing the right solution for a client relies upon a fundamental understanding of security. Before talking to a customer, do research into their industry to learn what, if any, regulations at the federal or state level they must comply with. Awareness and a basic understanding of regulations starts your customer conversations at a higher level.  2) Understand Customer ConcernsImproving a company’s security posture begins with listening – about their concerns, about their needs, and about their current state. Taking the time to listen to the customer helps to engender customer trust and build confidence that understand and want to help them improve their security. This approach also helps you steer clear of discussions about specific products and services up front, before you know whether they meet the customer’s needs. 3) Avoid Early-Stage Technology DiscussionsIt’s all too common today to lead with features and benefits without knowing what the customer really needs. Start with the business needs and keep the discussion at that level until you have a complete picture. This is especially true when talking with CxOs – they care about mitigating business risk, not product specifics. Keeping your discussion on the business helps position you as the trusted advisor and gives your technical engineer the opportunity to discuss specifics after the business goals for security are identified.



Summary: The Growing 
Opportunity in Security



• Security has moved from IT concern to an organization-wide concern

• Opportunities for solution providers to add new revenue

• Business goals are key to the right security solution

• Tech Data can help you become an expert in security

The Growing Opportunity in Security
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In the last few years, the changing threat landscape has moved security from being an IT concern to a organization-wide concern. Businesses now see security as a vital part of their success and are eager to find ways to mitigate risk and develop a culture of security. This change opens an increasing number of opportunities for solution providers to add new revenue, strengthen customer relationships, and expand product and service offerings.  In order to take advantage of this unprecedented opportunity, solution providers must first learn about the complex security landscape and how business goals – not features and benefits – are the keys to developing the right security solution. Getting there will take time and effort, but solution providers who make the investment will find themselves poised for growth in an increasingly threat-driven marketplace. Tech Data can help you with solutions and training to become an expert in the field.   



Visit the Knowledge Network for more information and to engage with our 
Security Solutions team

Thank You!

Presenter
Presentation Notes
Thank you for your time today.  For more information access the Knowledge Network for more information and to engage with our Security Solutions team. 
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